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FIG 2A 



Attribute 


Encrypted Attribute Extension 


VISA 

American Express(AMEX) 
MasterCard 
Bank Account 
Address 

Social Insurance Number 


E ( K VISAPub licKey. c red itCardNumber) 
E(KAMEXPublicKey, CreditCardNumber) 
E ( K Mas!erCardPublicKey, Cre()ilCarc,Nu,naer ) 
E ( K BankPublicKey. AccountNumber) 
£( K PoslPUbitcKey, Address) 
E( K lnsurancePublicKey, InsuranceNumber) 



Table 1 .1 : New certificate extensions. 



FIG 2B 



OID 


Value 


1.3. 6.1.4.15601 
1.3. 6.1.4.15601.1 
1.3. 6.1.4. 15601.2 
1.3. 6.1.4.15601 3 
1.3. 6.1.4.15601.4 
1.3.6.1.4.15601.5 
1.3.6.1.4.15601.6 


Root node ol new extensions 

Encrypted value: VISA credit card number 

Encrypted value: American Express credit caid number 

Encrypted value: MasterCard credit card number 

Encrypted value: Bank account number 

Encrypted value: Address 

Encrypted value: Social insurance number 



Table 1.2: New private 010s. 
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FIG 4 

(1) Sign Purchase Request 



Client 




Seller 


{2)Verify Sign Order ^ 


Bank 


Notification^) 


Aulh. Code(3) 







FIG 5 
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FIG 6 



Client 


(1)Request Cerl. 

Send Cert.(2) 
(3)Purchas8 Request 


Seller 


{4)Veriiy Account 


Bank 


Request Sign 0rder(6) 
(7)Sign Order 

Notitication(IO) 


TAN(5) 

(8)Verify Sign Order 
Auth. Code(9) 
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